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RAD Monitoring Policy 
 
1. Overview 
 
 
Our Information and Communication Technology (ICT) systems support the work of the Royal 
Academy of Dance (RAD) and are intended for ‘business’ use. However, we also recognise that 
there are benefits to be gained by allowing staff to make limited personal use of our ICT services. 
All usage of our ICT services should be consistent with our Acceptable Use Policy.  

We reserve the right to monitor the use of our ICT services, and access any information stored 
on our ICT infrastructure, but will do so in ways that are consistent with relevant legislation and 
guidance provided by the office of the UK Information Commissioner. We will undertake such 
monitoring to:  

• Comply with our regulatory and statutory obligations  

• Assess compliance with our Information Security and Acceptable Use Policies 

• Prevent and detect unauthorised use or other threats to our ICT systems  

• Evaluate staff training  

• Monitor system performance  

Such monitoring may include email, internet, telephone, mobile telephone and electronic file 
storage usage. Such monitoring is not, in general, person specific but your personal data may be 
accessed as part of this policy, but only in ways that are consistent with relevant legislation and 
good corporate governance. Such monitoring is defined as systematic monitoring in the UK 
Information Commissioner’s Office (ICO) Employment Practices Code  

The existence or otherwise of monitoring procedures does not diminish the responsibility on 
RAD employees and other users to comply with the ICT Acceptable Use Policy.  

 
 
2. Purpose 
 
This policy describes how we will monitor the use of our (ICT) systems. 
 
 
3. Scope 
 
This policy specifies:  

• Our approach to monitoring usage of ICT devices, services and software, including printer 
usage and electronic door access logs  

• Intercepting communications on our ICT systems  
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• The information we gather during usage logging  

• How we control content inspection  

• How staff and other users of our ICT systems are made aware of this policy  

 

4. Communication of this policy 

 
We shall endeavour to make users aware of this policy by:  

• Ensuring new employees are informed of the policy at their induction  

• Informing employees and other users that they are accepting the terms of this policy by 
logging onto our ICT infrastructure  

• Reminding users at regular intervals, e.g. at point of log on, of the existence of the policy 
and any updates to it, and where to find it  

 
5. Privacy 
 
 

• Our policy aims to provide an appropriate balance between respecting your privacy, whilst 
allowing the necessary monitoring required to meet our business needs and legal 
obligations.  

• We recognise that staff have legitimate expectations that they should be able to keep their 
personal lives private and that they are entitled to a degree of privacy in the work 
environment. Our Monitoring policy will therefore be undertaken in ways that are 
consistent with relevant legislation and good corporate governance, including the EUs 
General Data Protection Regulation (GDPR), Data Protection Act 2018, the UK 
Information Commissioner’s Office (ICO) Employment Practices Code, and The Human 
Rights Act 1998.  

• We will also act in accordance with our obligations under the Telecommunications (Lawful 
Business Practice) (Interpretation of Communications) Regulations 2000 and the Regulation 
of Investigatory Powers Act 2000 (RIPA).  

 
 
 
 
 
 
6. Monitoring Definitions 
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This policy makes a distinction between:  

• Usage logging: collecting data, usually from log files, about how and when a person used our 
ICT systems  

• Content inspection: viewing information held within, for example, business or personal files or 
emails, or viewing of information on a VDU screen  

 
7. Usage Logging 
 
 

• We carry out ‘usage logging’ on a regular basis to ensure or improve the performance of 
our ICT services and to help identify and investigate potential misuse or prohibited use of 
our ICT systems (e.g. where a complaint or concern has been raised). This is ‘systematic 
monitoring’ as defined by the UK ICO.  

• None of this data contains the content of the communication or the file – only information 
about the electronic activity. The ‘usage logging’ does not therefore allow RAD to monitor 
or record ‘sensitive personal data’ as defined by the Data Protection Act 1998.  

• The data logged automatically by our ICT infrastructure is given in Appendix 1. This 
represents monitoring, but not recording within the context of RIPA. This information is 
restricted to the team(s) identified in the appendix for the day to day administration of our 
infrastructure.  

 

8. Content Inspection and Authorised Access 
 
 
RAD has the right to inspect the content in our ICT systems:  

• To fulfil RAD business, when a user is unexpectedly absent or is on leave  

• To satisfy Data Protection subject access requests  

• Where we have reason to believe that a breach of our information security and information 
management policies is occurring, or has occurred (e.g. where a complaint or concern has 
been raised)  

• Where we have reason to believe that any RAD policy has been breached and there has been 
an allegation of mis-conduct that is being investigated in accordance with the Employee and 
student Disciplinary Procedure 

• At the request of the police or other organisation with a crime prevention or law enforcement 
function, content inspection involves viewing information contained within:  

• Business files and documents  

• Printer usage and door access logs  
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• Business-related email messages, telephone calls, videoconference sessions, chat sessions 
or any other ICT-based communications including internet usage logs  

• Business information displayed on a VDU screen  

• We will only carry out content inspection after permission has been granted by the Head 
of Human Resources. If the request to conduct a content inspection originates from HR or 
it is not appropriate for HR to grant permission, permission will be granted by the 
Director of Finance and Operations or higher.  

• Requests for access to the email account or restricted folders of a member of staff must be 
made to the Head of Human Resources, detailing the reason for the request and the 
information to be viewed. If the request to conduct a content inspection originates from 
HR or it is not appropriate for HR to grant permission, permission will be granted by the 
Director of Finance and Operations or higher. A request then needs to be sent to the 
Head of IT.  

• The request should only be approved providing it meets the criteria set out in the first part 
of section 8.  

• Upon receipt of approval, a member of ICT will undertake a content inspection. Following 
the inspection, the member of ICT will record:  

o What information was inspected  

o The computer on which the monitoring took place  

o The start and end date and time of the monitoring  

o The identity of the person(s) performing the inspection  
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• This record will be kept securely  

• In certain circumstances, investigation of misuse or prohibited use may require taking a 
copy of material which would normally be prohibited from being stored on our ICT 
systems: for example, pornographic images. As well as requiring the above approval, the 
investigating person must record and inform at least one other member of staff where this 
material is being stored and why. As soon as the process is complete, this material must be 
destroyed by the two members of staff involved in its retention. The date of the 
destruction should be recorded. Destruction will be delayed if the material is illegal and 
RAD is requested to retain the material by the police or other organisation with a crime 
prevention or law enforcement function, 

• We will regard any attempt to conduct a content inspection that is not in accordance with 
this policy as gross misconduct.  

 

9. Web Monitoring, Filtering and Blocking 
 
 
• The prevention of inappropriate use of the internet is aided by the use of the web filtering 

appliance. This enables blocking of inappropriate websites. Due to the nature of certain 
technologies, for example the wireless network, stricter criteria will at times need to be 
applied, meaning where web filtering cannot determine whether a website is appropriate or 
not, it will be blocked. Staff requesting the unblocking of web sites for legitimate business use 
must obtain consent from their line manager before contacting the Head of IT.  

• Email filtering is used for the reduction and prevention of Spam emails, but also blocks 
potential system threats such as virus or Trojan horse malware in emails or attachments. Email 
filtering is also able to detect and block pornographic images being sent externally or being 
received from an outside source. All these functions identify the time, workstation and user 
receiving or sending such emails.  

• Users should be aware that whilst connected via VPN (Remote Access) the same monitoring 
guidelines apply. Your Internet connection is via the RAD connection and not on your local 
connection. For further details see the RAD Remote Access Policy. 
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• Where our systematic monitoring suggests that a member of staff may be misusing our ICT 
systems, the employee’s line manager and/ or Head of Human Resources may raise the matter 
with the individual concerned. We may conclude that the individual’s use of our ICT system 
needs to be monitored more closely. In this case, we will notify the individual in writing as 
soon as reasonably possible of:  

o The reasons for the monitoring  

o The nature and extent of the monitoring  

o The timeframe of the monitoring  

• This monitoring is defined as occasional monitoring in terms of the Information 
Commissioner’s Office (ICO) Employment Practices Code.  

• Only the Head of Human Resources may authorise occasional monitoring. The record of the 
monitoring may only be viewed by the individual’s line manager and the Head of Human 
Resources.  

 

10. Prohibited Use 
 
 
• Where we have good reason to suspect that a member of staff is engaging in a prohibited use 

of our ICT systems – as set out in the RAD’s ICT Acceptable Use Policy – we may, in very 
exceptional circumstances, introduce covert monitoring of the individual.  

• We will only undertake such covert monitoring where there are strong grounds for suspecting 
criminal activity or equivalent malpractice, and where notifying an individual about the 
monitoring would prejudice its prevention or detection. Covert monitoring will be strictly 
targeted at obtaining evidence within a set timeframe and will not continue after an 
investigation has been completed.  

• Covert monitoring may only be authorised by the Chief Executive or member of the Executive 
Board. The record of the monitoring may only be viewed by the individual’s line manager, the 
Head of Human Resources or applicable Director.  

 
11. Enforcement 
 
Any employee or student who is found to have violated this policy may be subject to disciplinary 
action, up to and including termination of employment or studies. 
 
12.  Review period 
 
The policy will be reviewed once a year from date of issue by the Head of IT and Head of HR. 
 
 
Appendix 1 Automatic Data Logging 



Monitoring Policy 
Issue number: 1 
Last updated: 27/04/2018 
Policy owner: Head of Information Technology 

 

 

 
Page 7 of 8 

 
 
System  Data logged  

 

Access 
restricted to  

 
Network and network 
application accounts  

Login and logoff date/time (AD logs and 
Event Log Analyser)  

IT 

 Volume of disk storage space used by My 
Documents and Desktop.  

 File modifications and deletions 

Printing File print date/time, printer used and user  

 Document name and type 

Microsoft Outlook Email 
accounts  

Sender  

 

IT 

 Recipient  

 Date/time  

 Email traffic  

 Email volume  

 Flag of any blocked messages  

Internet  User identity and IP address of PC from 
which request was made  

IT 

 Date/time of request  

 Full url details of accessed web pages  

 Individual usage is automatically recorded 
including time spent on each website, 
volume of downloaded or streamed data 
and details of any websites blocked by the 
Web Appliance.  

Telephones Extension or mobile making call  IT 

 Number called 

 Duration of call  
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 Cost of call  

 In certain circumstances calls are recorded 

 Voicemail 

CCTV Video detailing people in various parts of the 
building 

Facilities 

Door Entry System Date/time of named door opening  Facilities 

 Card ID / User 

Desktop PCs Disk Space IT 

 CPU/Memory Usage 

 Cookies 

 Website History 

 Applications 

 Antivirus logs 
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